BhIESEF

RENREM > HEEHMM!

FEERRNREEECE  SRREMHERS  EXBRSZHAFETREE » HiEE
RARNBMUEEERE - MRARMFRENLLE - EHEIERNERZFITRRNER
Eamm AR BRFERGEN - ARERS A RRERS SN ERNR -

BAFBH > FaRFMD ENERE - SARRBHTZE ROBAIEH - RAMMERERE
R SRRERABT) > IR o AIEARES BEME  KERSAET

pa|

.

TEZENER
BMURARIZES REERESD
AR ERMHTEERREEREHERD  AREARREEEERL » TREEIEN
WHSRIE « BEARERRES > UARBREZ - EREGNRERAR ; KR165FTFFEEIRGE
Line ~ Facebook ~ Instagram ~ £1& - TiIKTokKEF ERENFEREMMNB HTE » MIREFEER
BRREEEER « REPFREARESENIERER > HSRSSERNKRETEREERE > 78
MRERERN SR MAEARE > EIREEREERNEREEEERFRE o
HIERESRAERE - ATRERATREF
BEFREFRABIREBRIFMHABILRTA > ARBEBAS » LREEAEUTS
FITTIRS A28 > FHEBIREIRERSMAAFRERALIE  EFSGRENLEE
BEILFERGEREZRSN » NMERRES LERBERESRE  BFERK  ER2ZRNE
* o

.

= BRREER R IR AN

(—)FRE « FRA - FHEHIE > ATRALSESE | FHERETHER - FEERARRHRE
INAREZELinetRak ~ AR TEREIR ; GREB B 165X FFERAAZIR ©
(DVEEEFEFRR © FMERA SRR F - FHRBFALE - FERSRBIRET - TS
KR ~ RBIRFSRIAE ©

Et5E  E5E
= EAE

xF
AL RETH AHD WEBERE R EE % aegj/’
HEMHEE < BUTRE  TREEER.  165THRESR A
LE

EpE ﬂggnanﬁﬁ}b% ﬁ’?l}

Dear Students

Best of luck with the new semester!

Alongside a rich and exciting campus life, sharing your daily experiences and exchanging ideas through short-form
videos and photo and text updates on various social media platforms have likely become a regular part of your digital
lives. The internet brings us convenience and enjoyment, but there are also risks lurking behind the screen that should
not be overlooked - whether they are scam tactics designed to entice you to spend money or someone on the other
side of the screen who deliberately disguises their identity.

As you begin the new semester, please give us two minutes to introduce you to some common digital traps you
may encounter in everyday life and help you strengthen your ability to protect yourself online. Let the internet help

you explore the world rather than become a trap.

A DT Scams Targeting Collecting Cash for Others

CelebrityFans  Can Turn You into a Money Mule
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1. Risks to be aware of
XD stay alert to the many forms of digital risk and protect your well-being

Short-form videos and social media platforms use algorithms to continuously recommend content, making it easy
to stay online for extended periods. This may expose you to risks such as rapidly fragmented attention, the spread of
misinformation and scams, cyberbullying, and the unauthorized disclosure of intimate images. According to statistics
from the 165 Anti-Fraud Dashboard, scams on platforms such as LINE, Facebook, Instagram, TikTok(Douyin), and Tik-
Tok continue to occur frequently. Investment scams, fake job scams, and fake online shopping scams are among the
main types of scams that university and college students fall victim to. When participating in investment clubs on cam-
pus, please exercise caution when learning about investing. Do not entrust your investments to others simply because
you hear about ways to make quick profits, and remember that anyone serving as an investment advisor must obtain
the certification required by law.
¥ Lending out your account or collecting cash for others could turn you into a money mule

Acting as a money mule or allowing your account to be used as a dummy account constitutes fraud or money laun-
dering. In order to recruit people for lower-level roles, criminal groups may lure students with offers of “high-paying
part-time jobs” and ask them to lend out their accounts or collect cash on behalf of others, thereby making them ac-
complices to fraud rings. The police will rigorously investigate such activities and enforce the law. In addition to facing
legal consequences, those who participate in such crimes will also bear civil liability for damages. These consequences
far outweigh any benefits, so please do not risk serious consequences for a small gain.

Il. Preventive measures to avoid being scammed or unintentionally becoming involved in fraud

1. Don’t click, don’t enter information, and don’t transfer money - verify suspicious messages first: Do not click
links from unknown sources, do not enter your account information and passwords without caution or add unknown
LINE accounts, and do not privately remit or transfer money. If you have any concerns, call the “165 Anti-Fraud Ho-
tline.”

2. Follow the four “Don’ts” to avoid becoming a money mule: Do not lend out your account or ATM card; do not ac-
cept job offers from unknown sources; do not accept errands involving the movement of funds; and do not engage in
financial activities such as collecting payments or transferring money on behalf of others.
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